Stateless code model checking is an effective verification technique, which is more applicable than stateful model checking to the software world. Existing stateless model checkers support the verification of neither LTL formulae nor the information flow security properties. This paper proposes a distributed stateless code model checker (DSCMC) designed based on the Actor model, and has the capability of verifying code written in different programming languages. This tool is implemented using Erlang, which is an actor-based programming language. DSCMC is able to detect deadlocks, livelocks, and data races automatically. In addition, the tool can verify information flow security and the properties specified in LTL. Thanks to its actor-based architecture, DSCMC provides a wide range of capabilities. The parallel architecture of the tool exploiting the rich concurrency model of Erlang is suited to the time-intensive process of stateless code model checking.
the program so when the concurrency level rises, the state space grows exponentially, which may be out of control (we may face state space explosion). In such situations, stateless model checking can be useful. This technique is especially appropriate to explore the state space of large programs because it is indeed arduous to precisely capture and control all the essential states of a large program [1, 5] . The state of a running program includes global variables, heap, thread stacks, and register contexts, and so on. Even if the whole state space could be captured and controlled, processing such large states would be very expensive [6, 7] .
The idea of stateless model checking was proposed by Godefroid, simultaneously with the appearance of code model checking [5] . A stateless model checker explores the program state space without requiring to capture any program states. The program is executed under the control of the scheduler of the stateless model checker. This special scheduler systematically explores all the execution paths of the program obtained by nondeterministic thread interleavings [1, 8] . In this paper we develop a new stateless model checker called DSCMC (distributed stateless code model checker).
In summary, the main novel contributions of the tool can be pointed out as follows:
-DSCMC is written in Erlang, hence it exploits Erlang's strong capabilities, including integrating different programming languages. By employing this feature, our tool is able to verify any program written in an arbitrary language if that program has been instrumented according to DSCMC's instrumentation rules.
-Stateless model checking is a time-intensive process with the runtime checking overhead. A parallel and distributed tool can compensate for this drawback. DSCMC is a parallel and distributed stateless model checker developed based on the Actor model.
-As far as we know, existing stateless model checkers do not support verifying linear temporal logic (LTL) formulae; we design a new method for stateless model checking of the LTL formulae in DSCMC. This method exploits the actor-based nature of DSCMC.
-DSCMC is the first stateless model checker that is able to check information flow security in concurrent programs using a new method. Moreover, DSCMC has other capabilities suited to verify concurrent programs, including detecting assertion violation, deadlocks, livelocks, and data races.
The remainder of this paper has the following structure. Section 2 gives some required background. Section 3 elaborates the design of the proposed tool. Section 4 describes the implementation issues and the code instrumentation process. Section 5 describes the method applied to verify the tool. Section 6 covers the related work. Finally, Section 7 mentions some concluding remarks.
Preliminaries
This section presents required background for this paper. The first subsection introduces the actor model briefly. The second subsection gives the required notions and definitions for the paper.
Actor model
Actor is a model for concurrent computing to develop parallel and distributed systems. Each actor is an autonomous entity that acts asynchronously and concurrently with other actors. An actor can send/receive messages to/from other actors, create new actors, and update its own local state. An actor system is composed of a collection of actors, some of whom may send messages to (or receive messages from) actors outside the system [9] . Therefore, the actor primitives are send, become, newadr, and initbeh [10] . An actor via command send(a, v) creates a new message with receiver a and contents v, and puts it to the message delivery system. This system guarantees the received message will be finally delivered to actor a. Command become(b) creates a new anonymous actor to perform the remains of the current computation, alters the behavior of the actor executing become to be b, and frees that actor to accept another message. The anonymous actor primitives are the same as other actors, but it will never receive any messages because its address is unknown. newadr and initbeh are used for creating actors. Command newadr() creates a new actor and returns its address.
initbeh (a, b) initializes the behavior of a newly created actor with address a to be b. The behavior of actor a can only be initialized by the actor who created a. Actor's behavior is described by lambda abstraction, which embodies the code that should be executed after receiving a message [10] .
We use Rebeca modeling language [11, 12] to design and verify DSCMC. Rebeca is an actor-based modeling language with a formal foundation [13, 14] . We have aimed to develop a parallel code model checker so we decided to design the tool by using the Actor model. Therefore, our tool has been modeled in Rebeca based on Actors, and implemented using Erlang. Erlang is arguably the best known implementation of the Actor model [9] . All the components of DSCMC have been modeled in Rebeca.
Rebeca is a Java like language, in which a model consists of concurrently executing reactive objects, rebecs. The rebecs carry out the computation by asynchronous message passing and executing the corresponding methods of messages. Each message is put in the unbounded queue of the receiver rebec. For servicing a message, a specified method should be invoked [14] .
An actor language is an extension of a functional language. The algorithms presented in this paper are written in Erlang syntax. In the Erlang language, each actor corresponds to a process. The process primitives are ! (i.e., send), receive, and spawn (i.e., creating a new process). For more information, please see [15, 16, 17] .
Erlang is a functional language; therefore everything in this language is a function. By using Erlang functions, programmers are able to write both sequential and parallel programs. When a process is created by spawn, an Erlang function is specified as the behavior of this process. A function declaration is a sequence of function clauses separated by semicolons, and ended with period (.).
A function clause has a clause head and a clause body that are separated by ->. A clause head contains the name of the function, a list of input argument, and an optional guard sequence beginning with keyword when. A clause body consists of a sequence of valid expressions separated by comma (,) [16] . Valid Erlang expressions and guard sequences are described in [16, 17] . When a process receives a message, it tries matching that message against Pattern1 (with respect to the possible guard, Guard1); if the pattern matching succeeds, it evaluates Expressions1, or else it tries Pattern2, and so on. If none of the patterns matches, the message is saved for later processing, and the process waits for the next message. The patterns and guards used in a receive statement have exactly the same meaning and syntax as the patterns and guards used for defining a function [16] . In order to get familiar more with Erlang, please see [16, 17] .
Definitions
A concurrent system is composed of a finite set of threads or processes whose state space is defined using dynamic semantics in the style of [2] . Each process executes a sequence of statements in a deterministic sequential programming language, such as C, C++ or Java. Threads are thus a particular type of processes that share the same heap [18] . A multi-threaded program can be modeled as a concurrent system, which consists of a finite set of threads and a set of shared objects. Threads communicate with each other only through shared objects. Operations on shared objects are called visible operations, while the rest are invisible operations. A state of a multi-threaded program contains the global state of all shared objects and the local state of each thread. In a multi-threaded program, a visible operation performed by a thread is considered as a transition that advances the program from one global state to a subsequent global state. Such a transition is followed by a finite sequence of invisible operations of the same thread, ending just before the next visible operation of that thread [19] .
To avoid exploring redundant interleavings, we use dynamic partial order reduction (DPOR) [18] because the number of possible interleavings grows exponentially as the program is getting large.
DSCMC also uses the algorithm of DPOR described in [20] .
Partial order reduction algorithms only explore a proper subset of the enabled transitions at a given state s such that it is guaranteed to preserve the interested properties. DPOR dynamically tracks threads interactions to identify points where alternative paths in the state space need to be explored [18, 20] . 
The DSCMC tool
This section describes design of a new code model checker using stateless model checking, called DSCMC (Distributed Stateless Code Model Checker). DSCMC is designed based on the Actor model [9, 10] , and implemented using Erlang [16, 21] . DSCMC is a distributed tool; Fig. 1 -Running the first iteration of SMC on one computational node.
-Distributing detected backtracking points among available computational nodes.
-Each node continues the process of stateless model checking for the backtracking points delegated to it until it explores all the backtracking points that appear in the process.
Each component in Fig. 1 is an actor (or a collection of actors) in DSCMC. Naturally, these actors should interact with one another by message passing. DSCMC's actors are mapped to Erlang processes. It is worth pointing out some features of Erlang processes; Erlang processes are very lightweight and cheap to create (about 100 times lighter than threads [22] ). The Erlang message passing mechanism is also very fast [16] (about one micro second [16, 22] ). Therefore, there is no concern about both process creation and the message passing overhead. Due to using the Actor model, DSCMC has a modular architecture which can help to easily promote its algorithms and components individually as well as extend its functionality. Thereafter, the program is compiled into an executable and DSCMC runs the executable repeatedly under its scheduler until all relevant interleavings among the threads have been explored. Before performing any operation that might have side effects on the other threads, the instrumented program sends a request to the scheduler. The scheduler can block the requester by postponing a reply. Pi controls the execution of the multi-threaded programs on a multi-core processor such that the execution on a single-core processor can be emulated; because the interleaving notion assumes that there is a scheduler which interlocks the steps of concurrently executing threads without any known strategies and thus models any possible realization by a single-processor machine or by several processors with arbitrary speeds [2] . At runtime, threads yield the processor at specific execution points using Pi (these points are the same preemption points described in Section IV). When the current executing thread reaches the end of its time slice, it yields the processor to Pi. Pi informs DSCMC's scheduler about the current status of threads so that DSCMC's scheduler can give the processor to an enabled thread upon the fair scheduling algorithm [1] . and scheduling. In DSCMC, the scheduling algorithm is the same fair scheduling algorithm [1] and the algorithm used for DPOR is the same as [18] .
Distribution of the tool has no effect on these internal algorithms. In DSCMC, backtracking points are distributed in a different way from [23] . DSCMC initiates the SMC function from one computational node. During the first iteration, some backtracking points in the state space are detected, and thereafter DSCMC's dispatcher distributes these backtracking points among the computational nodes with respect to the number of both available nodes and detected backtracking points. Each node may visit many new backtracking points while exploring backtracking points delegated to it. Therefore, after the first iteration of stateless model checking, each node explores backtracking points delegated to it, and visited by it until it explores all of them. When a node explores all its backtracking points, it ends the process of model checking. When all nodes end the model checking process, the whole process of stateless model checking terminates (in the further work, it is possible to add a load balancer to DSCMC). By employing a fair scheduler and this method for distributing backtracking points, the nodes explore different backtracking points. The idea of fair stateless model checking and its benefits have been described in [1] . We also use this idea for state space exploration on each node. An unfair schedule corresponds to a cycle in the state space of a correct program, in which an enabled thread is starved continuously. By exploring the state space using a fair scheduler, the model checker is able to prune such cycles away. Note that a cycle in an incorrect program might correspond to a livelock [1] .
Erroneous cycles in the state space must be fair otherwise they would not be considered a programming error. DSCMC's scheduler prune unfair cycles and will generate an infinite execution in the limit for fair cycles. Fair stateless model checking has the ability to detect livelocks by distinguishing between fair and unfair executions [1] . Now, let us describe the process of stateless model checking in DSCMC by using the model in Thereafter, the identity of the selected thread is sent to pi by the scheduler at line 93. Among previous stateless model checkers, only the CHESS is able to detect livelocks. As we mentioned before, we also follow the CHESS approach to detect livelocks. During state space exploration, our scheduler selects an enabled thread; if there is no enabled thread when the current iteration has not ended yet, a deadlock has occurred. Therefore, the scheduler reports the deadlock situation to the controller, and then the controller terminates the current iteration.
When the program reaches an undesired state during state space exploration by DSCMC, the process of model checking does not end, and only current iteration that caused the violated path is terminated.
DSCMC saves the counterexample (the violated path) for further inspection, and continues exploring the state space for another execution path (this is one of the strengths of DSCMC). The counterexample indicates an execution path from the initial state to the violated state. By employing the re-executing and tracker components in Fig. 1 , the user can replay a violated scenario, obtain useful debugging information, and adapt the program (or the property) accordingly. The component of DSCMC that stores trace files is the same actor tracker in Fig. 1 and Fig. 3 . Trace files are used during backtracking and re-executing a counterexample. A trace file contains information about how threads were scheduled in a special path. By using a trace file, its related path is re-executed. In order to construct a trace file, the scheduler should write the identity of the selected thread to the current trace file. Therefore, after scheduling a thread, the scheduler sends the identity of the selected thread to tracker (Fig. 3, line 95 ). When a violation, including deadlocks, livelocks, and data races, occurs, the tracker writes the violated path in a separate trace file with a proper name so that the user can identifies the file (lines 97, 98). During state space exploration, if DSCMC reaches a new backtracking point, it saves required information about that point for further exploration (line 114). This information is needed for fair scheduling in the backtracking phase.
Fig. 2. The process of stateless model checking in DSCMC
The controller, shown in Fig. 1 , is the same actor cntrl in Fig. 3 .When an execution path terminates (i.e., an iteration of SMC), the scheduler informs the controller that it should start to explore another one (line 24). The controller also informs other actors about ending one execution path (Fig. 3, lines 26, 31, and 37). Receiving such a message from the controller, each actor shows a proper behavior. In this phase, the controller must select a backtracking point for the next exploration. Various strategies can be taken to select this point. We have the strategy as follows. After ending a path, the controller selects the deepest backtracking point for the next exploration (lines [21] [22] [23] . The deepest backtracking point is the latest detected point in previous iterations. Selecting the deepest point, its information is retrieved and mci restarts the program, and replays it from the initial state until reaching the selected backtracking point (lines 74-76).
When the program gets to the selected backtracking point, the scheduler chooses a thread that is enabled but has not been scheduled in this state (line 77). Thereafter, this backtracking point omitted from the list of backtracking points at line 105. If the current backtracking point still contains any enabled thread from which has not been scheduled, the information about the point is updated; i.e. the thread selected from the point is omitted from the list of enabled threads on the backtracking point, and then the DPOR algorithm is applied on this state (line 106), then if the state is still a backtracking point (after applying the algorithm), its information is updated at line 126.
The task of actor dpor (Fig. 3) is to apply the algorithm DPOR. More details about this algorithm have been described in [18, 25] . In each state, actor dpor checks whether the state is a backtracking point. That is, in the current state, if there are at least two enabled and dependent transitions which have not been scheduled yet, the state may be a backtracking point. After applying the DPOR algorithm on that state, if there are at least two dependent threads, the state is considered as backtracking point. If the current state is a backtracking point, its information is captured by actor btset (lines 126 and 133). In the first prototype of DSCMC this information is stored with the Erlang DETS mechanism [16, 21] .
After ending the first iteration of stateless model checking, the function whose task is to distribute the workload is called (lines 142-145). Sending and receiving information is done with the message exchange component in Fig. 1 (Fig. 3, lines 151-152) . When a node receives the workload, its controller starts to explore the deepest backtracking point in its workload list. Fig. 3 shows DSCMC's actors for one node. The actors on the other nodes behave in the same way except that actor disp ends its duty after the first iteration of SMC. The process of stateless model checking on the other nodes is the same as the second iteration (or further iterations) on the first node. When all the backtracking points on one node are explored, the controller terminates the process of model checking on the node (line 22). The unit of registering global objects in Fig. 1 (actor oid in Fig. 3 ) maps the physical addresses of global variables to fixed virtual addresses (the reason for this is clarified in the next section. We describe how to instrument code and how identify global variables as well). The data race detector, information flow security verifier, and backtracking points detector components act upon these virtual addresses.
For the sake of brevity, the methods of stateless model checking of LTL formulae in DSCMC [48] and verifying information flow security [49] are not discussed in this paper.
Implementation and code instrumentation
Given a multi-threaded program, first the program must be instrumented with some code to communicate with DSCMC. The program communicates with DSCMC via functions defined in the Pi library. This section describes some implementation issues and code instrumentation. When a stateless model checker (such as DSCMC, Inspect, etc.) re-executes the program under test, the runtime environment may change across re-executions. For instance, the operating system may not allocate the same identities to the threads. Moreover, in different runs, shared objects dynamically created (e.g., mallocs) may not reside in the same physical memory addresses. It is essential to handle these practical issues in stateless model checking [20] . We handle these issues in DSCMC the same as [20] .
According to [20] , given the same external input, even across different runs, multiple threads in a program are always created in the same order. Using this fact, we can identify threads across two different runs by examining the order of thread creations. Each thread should register itself to the scheduler. If threads are created in the same sequential order in different re-execution, they will be registered in the same order. So we can easily assign the same identities for the same threads across different runs.
The shared objects are identified in the same way (from [20] ): if two runs of the program have the same visible operation sequence, the shared objects will also be created with malloc, etc., in the same sequence. As a result, shared objects across different runs can be identified even though the actual objects may reside in different memory addresses at different runs. Actor oid, shown in Fig. 3 , is responsible for registering shared objects and assigning virtual addresses to them.
DSCMC as well as other stateless model checkers [8, 24] eliminates inherent non-determinism in multithreaded execution by systematically exploring. When a bug is revealed, DSCMC exactly reproduces the execution that led to the bug. -Some code is added before thread starting/exiting points to notify the scheduler.
-For global objects, object registration code is added at the beginning of main function.
-After any operation that creates a new shared object, code is needed to register that object.
-DSCMC intercepts each read/write access on shared data objects by adding a wrapper around it. To achieve the last step, we need to detect visible operations when a data object is updated. Doing this exactly is not decidable, as it amounts to context sensitive language reachability [8] . Inspect conservatively over-approximates this step by inter-procedural alias analyzing [27, 28] . Therefore, the important point is that the instrumentation must be safe for intercepting all the visible operations in the execution [8] . As the code is manually instrumented in the first prototype of DSCMC, we exploit the capabilities of compilers GCC [29] and LLVM [30] for alias analysis.
DSCMC uses a variety of techniques to address the state (and path) explosion problem. The DSCMC scheduler is non-preemptive so it allows a program to atomically execute large bodies of code. This search strategy is called preemption bounding [31] , the intuition behind which is that in multithreaded programs, many bugs are revealed by a few preemptions occurring in particular points in program execution [24] . The experimental results in [24, 31] showed the power of this approach.
Besides, DSCMC uses dynamic partial order reduction [18, 25] and fair scheduling [1] techniques.
As we mentioned before, DSCMC expects programs to terminate under all fair schedules though these programs may not terminate under unfair schedules. In other words, non-termination under a fair schedule is potentially an error. Such programs are called fair-terminating [1] . The notion of fairterminating programs has been inspired by applying the test harnesses in real-world concurrent programs. In practice, concurrent programs are tested with a suitable test harness that makes them fair-terminating. A fair scheduler eventually gives a chance of progressing to every thread in the program ensuring that the program makes progress towards the end of the test. Such a test harness can be created even for systems designed to "run forever" [1] . The DSCMC scheduling algorithm is accurately the same as [1] . For a more detailed discussion, please see [1] .
The other source of non-determinism arises from calls to random() and gettimeofday(), which can return different values at different iterations of stateless model checking [24] . We expect the tester to avoid making such calls in the program under test. However, such calls might still be present in the code over which the tester has no control. We replace calls to such functions with predefined constant number at the code instrumentation phase.
At the instrumentation level, we partition the code to reduce the number of possible interleavings.
Partitioning is based on the notion of dependent transitions. Informally, two transitions are independent if their order of execution is irrelevant. That is, either order results in the same program state, and none of the transitions can enable/disable the other one. As an example of dependent transitions, consider two threads updating the same shared variable, or entering the same critical section. Two threads updating their local variables, or reading the same shared variable are both examples of independent transitions [32] .
Partitioning considers consecutive invisible operations with only one visible operation as a single operation. i.e., each partition of the code starts with a visible operation, and ends just before the next visible operation. Fig. 4 shows the code partitioning. Threads are scheduled upon their partitions.
When a thread is scheduled, if it can progress, it continues executing until the end of its current partition. After reaching the end of a partition, it yields the processor to Pi, and Pi sends a request to the scheduler to schedule an enabled thread. If the thread holding the processor cannot progress, it prepares a message for the scheduler, which says the scheduler should choose another thread, and then sends this message via Pi.
In practice, a stateless model checker cannot identify or generate an infinite execution. Therefore, the user should set a large bound on the execution depth. This bound can be orders of magnitude greater than the maximum number of steps after which it is expected that the program will end. The model checker stops exploring the execution path (an iteration of the test) exceeding the bound, and reports a warning to the user [1] . Partitioning idea helps users to estimate the bound. For a program composed of n threads each of which is divided to p i partitions (after partitioning), the number of steps after that the program is expected to end is
For the first prototype of DSCMC, we use the erl_interface.h library [34] to implement Pi.
Currently, the Pi library is prepared for instrumenting code written in C and the POSIX pthread library [35] . Implementing the Pi is similar to integrating other code in different languages with an Erlang program [16, 17, 34] .
Fig. 4. Code partitioning
Consider the POSIX standard for threads [35] ; function calls to the pthread library can be categorized in two types: (1) calls to functions that may cause a thread to yield the processor, such as to lock a mutex, wait on a condition variable or semaphore, etc. (2) function calls whereby a thread continues executing without waiting for a special source, such as to unlock a mutex, signal a semaphore, etc. We call the former case waiting operations and the latter case non-blocking operations. These two types are instrumented in a different manner.
Every program starts from an entry point, such as function main in C. The thread that contains the entry point is considered as the main thread and will have the first identity in the scheduler (i.e., tid = 0). When the program is started, the main thread registers itself in the scheduler via the message of the form {n, Tid, Op, Oid} and here, for the main function, Tid = 0, Op = 'dc', and Oid = 'dc'. This message says to the scheduler, "I am the thread with identity Tid, and going to execute a non-blocking operation". In the above message, atom 2 At the fifth step, the identities must be allocated to the threads and global variables. In this regard, at each point of the code where a new thread is created, a new identity is assigned to it. Whenever the thread is going to send a message for the scheduler, it should use this identity to prepare the message in the manner described above (i.e., as variable Tid in the message tuple).
DSCMC can be used in two configurations: (1) verification, and (2) security verification. In the first configuration, DSCMC can detect deadlocks, livelocks, data races, and as well as check the LTL formulae. The second configuration is dedicated to verify information flow security. Code instrumentation is differently performed for each configuration. The reminder of instrumenting process (i.e., after the fifth step) is shown with the number 1 for the first configuration and 2 for the second one in Fig. 5 .
The first configuration should detect data races, which is completely described in the next subsection. Thereafter, for checking LTL formulae (if there exist) code must be instrumented.
Checking LTL formulae is not discussed in this paper, for precise information, please see [48] . The second configuration is also elaborated in [49] and it is not addressed in this paper.
Detecting data races
Data race detection is essential for debugging multithreaded programs and assuring their correctness.
The data race detection problem is computationally hard so that there is no single universal technique for efficiently performing the task [36] . DSCMC is able to detect data races due to systematic testing of programs by method proposed in this section.
When the following conditions hold, a data race occurs: (1) at least two threads of a single process access the same memory location concurrently, (2) at least one of the accesses is for writing, and (3) the threads are not using any exclusive locks that controls accesses to that memory. At the instrumentation phase for the first configuration (i.e., the sixth step), we must identify shared variables that are not controlled with any exclusive locks (we denote these variables with RV).
Thereafter, the code is instrumented such that the program behaves as follows:
Whenever a thread is going to access to any variable in RV, a message of the form {cnode, drace, {w, Oid}} (for write access) or {cnode, drace, {r, Oid}} (for read access) is sent to Ti by actor Pi where variable Oid is identity of that RV variable. Ti according to the message header (i.e., cnode, drace) finds that the received message should deliver to the actor detecting data races. Ti removes the header, and sends the message of the form {w, Oid} or {r, Oid} to the race detector. The behavioral function of this actor is shown in Fig. 6 .
DSCMC's data race detector, shown in Fig 1, is a collection of actors running in concurrent where the master actor is the actor with behavioral function race_detector shown in Fig. 6 . This actor creates a small and light actor for each RV, which behaves corresponding to function detect in Fig. 6 (that are called workers). During stateless model checking, when an RV is initialized, a message of the form {dc, reg_obj_id, Adrs} is sent to actor oid where Adrs is the physical address of the variable.
The oid actor assigns an identity to this variable and sends message {reg_obj_id, Oid} to the master where Oid is the corresponding identity of Adrs. After that, whenever oid receives a message pertaining to the race detector component, it maps the address to the corresponding Oid, and sends that message to the master. During this operation, oid performs dynamic alias analysis as well. The analysis is precise and based on physical addresses.
As mentioned above, when the master receives a message about registering a new variable, it creates a worker to monitor accesses to that variable (Fig. 6, line 8) . At runtime, when a thread is going to write on an RV, the master receives a message of the form shown at line 3, and then forwards it to the worker monitoring that variable. Then, the worker increments the number of writer threads at line 13 (i.e., the number of the threads that are going to write on that variable). When any of these threads ends its writing operation, the master receives a relating message to this event at line 5, and forwards it to the related worker. Thereafter, the worker decrements the number of writer threads. In the same way, the worker increments and decrements the number of reader threads (lines 4-6). Workers use function check (line 19) to detect data races. The function checks the existence of a race situation at line 21 such that if both the number of reader and the number of writer threads on an RV are greater than zero, a data race situation is revealed. After detecting a race situation, the path where the data race has occurred is saved for further inspection. The user can precisely re-execute the path using the re-executing component (Fig. 1) . When an iteration of stateless model checking ends, the master actor receives message finish from the controller at line 9 whereby destroys all the workers.
Using the proposed method, DSCMC reports a race if and only if a racing scenario occurs. A question that may come into mind is "the method may cause to create many Erlang processes, is it efficient?" let us refer you to Mr. Armstrong's book [16] where he has shown Erlang programs can be made from thousands to millions of extremely lightweight processes that can even run on a single processor. His experiment on the computer with 2.40GHz Intel Celeron and 512MB of memory running Ubuntu Linux has shown that spawning 20,000 processes took an average of 3.5 µs/process of CPU time. You can easily repeat this experiment. The fact is that Erlang processes are indeed light. 
Evaluation
We have used the Spin model checker [37] and the Rebeca modeling language [11, 12] to verify DSCMC. As DSCMC has an actor-based architecture and has been implemented using an actor-based programming language, we have decided to choose the Rebeca language to model it. We should convert Rebeca models into Promela [38] so as to use Spin. Spin is a well-known and powerful model checker to verify LTL properties of the models written in Promela. We have used the R2P tool, proposed in [39] for model converting.
DSCMC has been tested via several examples, some of which are included in Appendix B. As code is manually instrumented at the present time, we have not been able to test DSCMC in large programs yet. Nevertheless prior stateless model checkers have shown their capability to verify large realistic programs [23, 26, 33, 40] , hence DSCMC is expected to inherit this capability due to its stateless nature. Moreover, DSCMC has a parallel architecture because of which it should achieve better results while verifying large programs.
Note that when DSCMC runs on a multi-core processor, a better performance should be gained;
because of the parallel architecture, the overhead of runtime monitoring imposed by the data race detectors, actors checking LTL formulae, the dpor component, etc. can be distributed on different cores with minimal side effect (because of the independence of these actors). Fortunately, the concurrency model of Erlang-separate processes (actors) communicating via message passing without any shared memory -naturally transfers to multicore processors in a way that is completely transparent to the programmer, so that we can run DSCMC as well as other Erlang programs on more powerful hardware without having to redesign [17] . In addition, distributed nature of the tool causes the process of the state space exploration to be distributed among several computational nodes so the time of the process should dramatically reduce while DSCMC is running in a distributed environment.
Related work
As far as we know, there have been three stateless model checkers, namely VeriSoft [5, 40] , CHESS [24, 33] , and Inspect [20, 26] In comparing CHESS with Inspect, the strength of CHESS is that it is able to detect and prune unfair cycles in the program state space so it can be used to detect the problems pertaining to fair cycles (e.g., livelocks). The strengths of Inspect are that it is distributed [23, 43] , and supports POSIX threads. But, unfortunately, none of the tools support verifying LTL formulae. We have proposed a novel method for stateless model checking of LTL formulae in DSCMC [48] . Besides, DSCMC have been developed so that it can check information flow security in concurrent programs. Table 1 compares capabilities of DSCMC with Inspect and CHESS. Existing stateless model checkers cannot cope with the non-determinism from user input.
They assume that there is specific input for the concurrent program under test, and explores the nondeterminism due to concurrency. To remedy this problem, the method can be improved by combining test generation techniques (such as white-box fuzz testing [45] and symbolic execution [46] ) with DSCMC's components to cover more execution paths. The method proposed by Godefroid et al. in [45, 47] can be effective for this purpose.
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Appendix B. Examples
This appendix gives some examples of verifying multi-threaded programs by DSCMC.
B.1. Detecting data races
The data race problem is well-known vulnerability of concurrent programs, which can be the origin of some attacks. This section presents a multi-threaded program with the data race problem. The program is verified by DSCMC whereby the data race situation is detected. In this example, the race situation is caused by unprotected thread accesses on the shared variable flag. Fig. 7 is the code example written in C and pthread. The instrumented code for this program is shown in Fig. 8 , where bolded code parts were added during instrumenting. Fig. 9 shows a scenario that has caused the data race situation, detected by DSCMC. The output contains the order of thread scheduling, which is a trace file used by the re-executing component. This trace file
shows that if thread 0 (i.e., the main thread: thread which contains function main) is scheduled for four times, a data race will occur. As can be seen in Fig. 8 , the thread 0, in its second partition 3 , creates thread 1 (i.e., the thread with function thread1), next creates thread 2 (i.e., the thread with function thread2) at its own third partition. When thread 1 is created, it wants to read from flag. But thread 0 is scheduled, and creates thread 2.
When thread 2 is created, it wants to write on flag. At present, thread 1 is going to read from flag and thread 2 is going to write on so a data race has occurred. Fig. 7 . A multi-threaded program with the data race problem 3 The notion of the partition is elaborated in the paper (see Fig. 4 ). 
B.2. Detecting deadlocks
Deadlock is a common problem in thread programming. DSCMC can precisely detect deadlocks. A program with deadlock problem is shown in Fig. 10 , written in C and pthread. Fig. 11 shows the instrumented code. In Fig.   12 , DSCMC detects the existing deadlock scenario in the program. Fig. 12 is the trace file of the path that caused the deadlock. As DSCMC uses the dynamic partial order reduction algorithm, another deadlock scenario that begins with thread 2 at the third scheduling point is omitted. The trace file in Fig. 12 shows that when thread 0 is scheduled two times, then thread 1 is scheduled and executes its first partition, next thread 2 is scheduled and executes its own first partition too, a deadlock problem occurs. 
B.3. Detecting livelocks
Another common problem in multi-threaded programs is known as livelocks. To illustrate the problem, consider the program in Fig. 13 (from [1] ). The program is a variation of the dining philosophers example with two threads Phil1 and Phil2 trying to acquire two resources fork1 and fork2. Phil1 acquires fork1 and then attempts to acquire fork2 without blocking. If this attempt fails, then it releases fork1 and retries. Phil2 tries to acquire the two resources in the reverse. The repeated execution of the transition sequence Phil1: Acquire(fork1), Phil2: Acquire(fork2), Phil1: TryAcquire(fork2), Phil2: TryAcquire(fork1), Phil1: Release(fork1), Phil2:
Release(fork2) is a one of the possible livelock scenarios in the program. We implement the pseudo code shown in Fig. 13 . The instrumented code of the implemented program is shown in Fig. 14. Fig. 15 shows some possible livelocks in the program detected by DSCMC. 
